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A Basic Look at Risk 
Management



WHAT IS RISK?
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ISO 31000
“THE EFFECT OF UNCERTAINTY ON OBJECTIVES”

(A Potential Future Event that could affect us Achieving our Objectives/Goals)

A risk is something that can be defined and 
controlled. 

An operational risk is a risk that results in a loss 
because of inadequate or failed internal 
processes, people or systems or it could be from 
an external event

Examples of Risk events : Retention of staff / IT 
security Breach / Buying a car or house



MOUSETRAP
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THE RISK MANAGEMENT PROCESS
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Risk 
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Risk 
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Risk 
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Review



THE RISK MANAGEMENT PROCESS
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Objectives/
Goals

But what if 
something goes 
wrong?



THE RISK MANAGEMENT PROCESS
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Risk 
Identification

Example of risks within an 
organisation: Cyber Attack 
caused by lack of security on 
your IT Software, or Loss of 
Funding caused by a change 
in government grants



EVENT, CAUSE & CONSEQUENCE

As a result of this, 

this could happen, 

resulting in this.

As a result of (cause), 

(risk event) could happen, 

Resulting in (consequence)
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Example: As a result of prolonged staff sickness, there is a lack of skills in the office meaning that 

we could fail to deliver our service
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THE RISK MANAGEMENT PROCESS
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Risk 
Evaluation

How can we mitigate against our identified risks?





IMPACT AND LIKELIHOOD
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Cause = Likelihood
Consequence = Impact



RISK RESPONSE
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Risk 
Response 

Treat
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Terminate
Transfer

Treat

Terminate
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RECAP
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RISK REVIEWS
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ENSURE 
RESPONSES ARE 
EFFECTIVE AND 

EFFICIENT

IDENTIFY ANY 
GAPS

IDENTIFY AND 
MANAGE ANY 
ADVERSE SIDE 

EFFECTS

BUILD UP 
KNOWLEDGE TO 
IMPROVE RISK 

IDENTIFICATION

IDENTIFY 
EMERGING RISKS

LINK RISKS TO 
OBJECTIVES OR 

CORPORATE 
PLANS

DETECT AND 
PREPARE FOR 

CHANGES

IDENTIFY GOOD 
RISK 

MANAGEMENT 
PRACTICE

Monitoring 
and Review 

Are there new things 
that are making your 
risk higher or lower



TYPES OF RISK
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The 4 types of Risk:

• Compliance

• Hazard

• Control

• Opportunity



RISK CLASSIFICATION

• Provides structure and helps 
identification of risks

• Enables an organisation to group 

risks in order to assign 

responsibility

• Helps with consistent terminology 

across the organisation

PESTLE

• Political (e.g. changes in government)

• Economic (e.g. Cost of Living crisis)

• Sociological (e.g. Culture/demographics/ageing 

population)

• Technological (e.g. cyber, AI)

• Legal (e.g. Law, government directives)

• Ethical/Environmental (e.g. Ecological 

issues/Corporate Social Responsibility)
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JCAD CORE 5
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CONTROLS
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CONTROLS -PCDD
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Preventative
e.g. Segregation of 

Duties / Authorisation 
of Transactions

Corrective
e.g. Training 
procedures, 
continuous 

improvement 
processes

Directive
e.g. Cross-

departmental 
processes such as 

Standard Operating 
Procedures or Fire 

Evacuation processes

Detective

e.g. Auditing 
processes or 

Exception Reporting
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LESS LIKELIHOOD?


